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DETAILED ACTION

Response to Arguments

1. Applicant's arguments, see the Appeal Brief, filed 25 July

2004, with respect to the rejections of claims 1-23 under 35 USC

§103 (a) have been fully considered and are persuasive.

Therefore, the rejection has been withdrawn. However, upon

further consideration, new grounds of rejection are made in view

of newly discovered prior art. Accordingly, new prior art

rejections are set forth in detail below.

Claim Rejections - 35 USC §102

2. The following is a quotation of the appropriate paragraphs

of 35 U.S.C. 102 that form the basis for the rejections under

this section made in this Office action:

A person shall be entitled to a patent unless -

(e) the invention was described in (1) an application for patent, published
under section 122 (b)

,
by another filed in the United States before the

invention by the applicant for patent or (2) a patent granted on an
application for patent by another filed in the United States before the
invention by the applicant for patent, except that an international
application filed under the treaty defined in section 351(a) shall have the
effects for purposes of this subsection of an application filed in the
United States only if the international application designated the United
States and was published under Article 21(2) of such treaty in the English
language

.

3. Claims 1-3, 5, 7-8, 12-13 and 21-23 are rejected under 35

U.S.C. 102(e) as being anticipated by Squilla (US Patent

5,898,779)

.

Regarding claim 1: Squilla discloses a method for authen-

ticating a hardcopy document (column 9, lines 16-21 of Squilla),

comprising the steps of recording in a memory a scanned repre-

sentation of the hardcopy document at a selected resolution

(column 9, lines 22-26 of Squilla) . Squilla teaches that images

can be scanned in by a scanner and stored in computer memory
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(column 9; lines 16-26 of Squilla) . As is well-known in the

art, scanners scan in hardcopy versions of documents, images, et

cetera. Further, a selected resolution for the scanner is

inherent in the operation of scanning with said scanner since

the scanner requires a particular resolution for obtaining the

digital image data from the hardcopy document.

Squilla further discloses generating lossy compressed image

data with the scanned representation of the hardcopy document

(column 8, lines 34-44 of Squilla) ; producing an authentication

token with the lossy compressed image data (column 8, lines 44-

51 of Squilla) , the authentication token including one of

encrypted image data (column 8, lines 33-34 of Squilla) and

hashed encrypted image data (column 8, lines 44-51 of Squilla),

the hashed encrypted image data including the lossy compressed

image data and an encrypted hash of the lossy compressed image

data (column 8, lines 40-47 of Squilla) ; and arranging in the

memory the scanned representation of the hardcopy document with

a digital encoding of the authentication token (column 8, lines

52-64 of Squilla) for rendering at a printer (column 8, lines

58-62 of Squilla) a signed and authenticated hardcopy document

(column 5, lines 41-50 of Squilla)

,

Regarding claim 2: Squilla discloses recording a scanned

representation of the signed hardcopy document (column 5, lines

47-50 and column 8, lines 58-62 of Squilla) / decoding the

authentication token from the scanned representation of the

signed hardcopy document (column 9, lines 11-18 of Squilla)

;

authenticating the lossy compressed image data (column 8, lines

50-51 of Squilla) using one of the encrypted image data and the

hashed encrypted image data (column 8, lines 44-49 of Squilla)

;

and decompressing the authenticated lossy compressed image data
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(column 9, lines 6-11 of Squilla) for comparison with the signed

hardcopy document to determine whether the signed hardcopy

document is authentic (figure 9 and column 9, lines 27-38 of

Squilla)

.

Regarding claim 3: Squilla discloses visually comparing

the signed hardcopy document with the authenticated lossy

compressed image data (figure 9 and column 8, lines 1-16 of

Squilla)

.

Regarding claim 5: Squilla discloses that said step of

producing an authentication token is performed with a private

key (column 7, lines 21-24 and column 9, lines 33-35 of Squilla)

and said step of authenticating lossy compressed image data is

performed with a public key (column 1, lines 59-63 of Squilla)

.

Regarding claim 7: Squilla discloses the step of encoding

the authentication token in embedded data (column 8^ lines 47-49

of Squilla)

.

Regarding claim 8: Squilla discloses that said encoding

step encodes the authentication token in a halftone pattern

(column 8, lines 44-49 and lines 58-62 .of Squilla) , The authen-

tication token is encoded in the image data (column 8, lines 44-

49 of Squilla) , which is then printed (column 8, lines 59-62 of

Squilla) . Thus, the authentication token is encoded in a

halftone pattern, specifically the halftone pattern inherently

required to print the image.

Regarding claim 12: Squilla discloses that said step of

generating lossy compressed image data loses document formatting

contained in the scanned representation of the hardcopy document

(column 8, lines 20-30 of Squilla)

.

Regarding claim 13: Squilla discloses that said step of

generating lossy compressed image data further comprises the
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step of compressing the scanned representation of the hardcopy

document by identifying exemplars and locations of exemplars

(figure lc(17) and column 5, lines 9-15 of Squilla) ; each

exemplar identified representing one or more image segments from

the scanned representation of the hardcopy document (figures la-

ic and column 5, lines 9-15 of Squilla)

.

Regarding claim 21: Squilla discloses a system (figure 2

of Squilla) for authenticating a scanned representation of a

hardcopy document (column 9, lines 16-21 of Squilla), comprising

an image compression module (figure 2 (26 (portion) ) and column A,

lines 43-46 of Squilla) for generating lossy compressed image

data with the scanned representation of the hardcopy document

(column 8, lines 34-44 of Squilla) ; an authentication token

generator (figure 2 ( 2 6 (portion) ) and column 4, lines 43-46 of

Squilla) for producing an authentication token with the lossy

compressed image data (column 8, lines 44-51 of Squilla), the

authentication token including one of encrypted image data

(column 8, lines 33-34 of Squilla) and hashed encrypted image

data (column 8, lines 44-51 of Squilla) , the hashed encrypted

image data including the lossy compressed image data and an

encrypted hash of the lossy compressed image data (column 8,

lines 40-47 of Squilla); and an encoding module (figure 2(26

(portion) ) and column 4, lines 43-46 of Squilla) for arranging

the scanned representation of the hardcopy document with a

digital encoding of the authentication token (column 8, lines

52-64 of Squilla) for rendering at a printer (column 8, lines

58-62 of Squilla) a signed and authenticated hardcopy document

(column 5, lines 41-50 of Squilla) . The signal processing

section (figure 2(26) of Squilla) performs the signal processing

of the captured digital image data (column 4, lines 43-46 of



Application/Control Number: 09/346,559

Art Unit: 2625

Page

Squilla) , Thus, the image compression module, authentication

token generator, and encoding module are each a respective

portion of the physically embodied computer processing code

which is executed by said signal processing section to perform

the corresponding functions on the digital image data.

Regarding claim 22: Squilla discloses a memory (figure

2(64) and column 6, lines 33-37 of Squilla) for recording the

signed hardcopy document (column 5, lines 47-50 and column 8,

lines 58-62 of Squilla); a decoding module (figure 2 (26 (por-

tion) ) and column 4, lines 43-46 of Squilla) for decoding the

signed hardcopy document to define decoded signed image data

(column 9, lines 11-18 of Squilla) ; an authentication module

(figure 2 (26 (portion) ) and column 4, lines 43-46 of Squilla) fo

authenticating the decoded signed image data (column 8, lines

50-51 of Squilla) using one of the encrypted image data and the

hashed encrypted image data to define authenticated image data

(column 8, lines 44-49 of Squilla) ; a decompression module

(figure 2 (26 (portion) ) and column 4, lines 43-46 of Squilla) fo

decompressing the authenticated image data to define compressed

image data (column 9, lines 6-11 of Squilla) ; and means for

comparing (figure 2 (26 (portion) ) and column 4, lines 43-46 of

Squilla) the signed hardcopy document with the authenticated

hardcopy document to determine whether the signed hardcopy

document is authentic (figure 9 and column 9, lines 27-38 of

Squilla). The signal processing section (figure 2(26) of

Squilla) performs the signal processing of the captured digital

image data (column 4, lines 43-46 of Squilla) • Thus, the

decoding module, authentication module, decompression module,

and means for comparing are each a respective portion of the

physically embodied computer processing code which is executed
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by said signal processing section to perform the corresponding

functions on the digital image data.

Regarding claim 23: Squilla discloses that said image

compression module compresses the scanned representation of the

hardcopy document by identifying exemplars and locations of

exemplars (figures lA-lC and column 5, lines 4-13 of Squilla)

;

each exemplar identified representing one or more image segments

from the scanned representation of the hardcopy document (figure

9 and column 9, lines 26-28 of Squilla)

.

Claim Rejections - 35 USC §103

4. The following is a quotation of 35 U.S.C. 103(a) which

forms the basis for all obviousness rejections set forth in this

Office action:

(a) A patent may not be obtained though the invention is not
identically disclosed or described as set forth in section 102 of this
title, if the differences between the subject matter sought to be
patented and the prior art are such that the subject matter as a whole
would have been obvious at the time the invention was made to a person
having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the
invention was made

.

5. Claim 4 is rejected under 35 U.S.C, 103(a) as being

unpatentable over Squilla (US Patent 5^898,779) in view of

Merkle (US Patent 5,157,726).

Regarding claim 4: Squilla does not disclose expressly the

step of visually comparing a signed hardcopy document with a

printed hardcopy document of the authenticated lossy compressed

image data,

Merkle discloses the step of visually comparing a signed

hardcopy document with a printed hardcopy document of the

authenticated image data (column 8, lines 37-51 of Merkle)

.
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Squilla and Merkle are combinable because they are from the

same field of endeavor, namely authentication and encoding of

document data. At the time of the invention, it would have been

obvious to a person of ordinary skill in the art to visually

inspect a signed hardcopy document with a printed hardcopy

document of the authenticated image data, as taught by Merkle,

wherein the authenticated image data is lossy compressed image

data, as taught by Squilla. The motivation for doing so would

have been to allow a customer to provide evidence of who they

say they are, thus increasing the overall security of a document

(column 8, lines 50-51 of Merkle) . Therefore, it would have

been obvious to combine Merkle with Squilla to obtain the

invention as specified in claim 4.

6. Claims 6 and 9-11 are rejected under 35 U.S.C. 103(a) as

being unpatentable over Squilla (US Patent 5,898,779) in view of

Curry (US Patent 5,946,103).

Regarding claim 6: Squilla does not disclose expressly the

step of encoding the authentication token in a low intensity

background pattern.

Curry discloses encoding digital data in a low intensity

background pattern (figure 9 and column 7, lines 60-65 of

Curry)

.

Squilla and Curry are combinable because they are from the

same field of endeavor, namely embedding and encoding digital

data within a document or image. At the time of the invention,

it would have been obvious to a person of ordinary skill in the

art to encode digital data in a low intensity background

pattern, as taught by Curry, wherein said digital data is the

authentication token taught by Squilla, The motivation for
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doing so would have been to help prevent casual counterfeiting

of the document (column 2, lines 38-41 of Curry) , and thus

provide increased document security. Therefore, it would have

been obvious to combine Curry with Squilla to obtain the

invention as specified in claim 6.

Regarding claim 9: Squilla does not disclose expressly

that said encoding step encodes the authentication token in a

hyperbolic halftone pattern.

Curry discloses encoding digital data in a hyperbolic

halftone pattern (figure 3; figure 5; and column 4, lines 9-20

of Curry)

.

Squilla and Curry are combinable because they are from the

same field of endeavor, namely embedding and encoding digital

data within a document or image. At the time of the invention,

it would have been obvious to a person of ordinary skill in the

art to encode digital data in a hyperbolic halftone pattern, as

taught by Curry, wherein said digital data is the authentication

token taught by Squilla. The motivation for doing so would have

been to help prevent casual counterfeiting of the document

(column 2, lines 38-41 of Curry), and thus provide increased

document security. Therefore, it would have been obvious to

combine Curry with Squilla to obtain the invention as specified

in claim 9,

Regarding claim 10: Squilla does not disclose expressly

that said encoding step encodes the authentication token in a

serpentine halftone pattern.

Curry discloses encoding digital data in a serpentine

halftone pattern (figure 9 and column 7, lines 60-65 of Curry)

.

Squilla and Curry are combinable because they are from the

same field of endeavor, namely embedding and encoding digital
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data within a document or image. At the time of the invention,

it would have been obvious to a person of ordinary skill in the

art to encode digital data in a serpentine halftone pattern, as

taught by Curry, wherein said digital data is the authentication

token taught by Squilla. The motivation for doing so would have

been to help prevent casual counterfeiting of the document

(column 2, lines 38-41 of Curry) , and thus provide increased

document security. Therefore, it would have been obvious to

combine Curry with Squilla to obtain the invention as specified

in claim 10.

Regarding claim 11: Squilla does not disclose expressly

that said encoding step encodes the authentication token in data

glyphs

.

Curry discloses encoding digital data in data glyphs

(figure 9 and column 7, lines 60-65 of Curry),

Squilla and Curry are combinable because they are from the

same field of endeavor, namely embedding and encoding digital

data within a document or image. At the time of the invention,

it would have been obvious to a person of ordinary skill in the

art to encode digital data in data glyphs, as taught by Curry,

wherein said digital data is the authentication token taught by

Squilla, The motivation for doing so would have been to help

prevent casual counterfeiting of the document (column 2, lines

38-41 of Curry) , and thus provide increased document security.

Therefore, it would have been obvious to combine Curry with

Squilla to obtain the invention as specified in claim 11,
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7. Claims 14-17 are rejected under 35 U.S.C. 103(a) as being

unpatentable over Squilla (US Patent 5,898,779) in view of

Zdybel (US Patent 5,486,686).

Regarding claim 14: Squilla does not disclose expressly

that said compressing step records the exemplars at a resolution

that is less than the selected resolution of the scanned repre-

sentation of the hardcopy document.

Zdybel discloses that said compressing step records the

exemplars at a resolution that is less than the selected resolu-

tion of the scanned representation of the hardcopy document

(column 7, line 62 to column 8, line 7 of Zdybel) . By convert-

ing the human-readable text of the image into ASCII format, the

human-readable text in the bitmap will be more compressed than

other parts of the image when compressed into JPEG format accor-

ding to the teachings of Squilla.

Squilla and Zdybel are combinable because they are from the

same field of endeavor, namely digital authentication and

encoding of document data. At the time of the invention, it

would have been obvious to a person of ordinary skill in the art

to separately process and compress portions of the digital image

data according to the type of data in the section of the bitmap

under consideration, as taught by Zdybel. The motivation for

doing so would have been to be able to better determine page

layout features, control text font, and establish ''best guess"

vectors for line drawings (column 8, lines 9-18 of Zdybel),

which all greatly speed up image processing. Therefore, it

would have been obvious to combine Zdybel with Squilla to obtain

the invention as specified in claim 14.

Regarding claim 15: Squilla does not disclose expressly

that said compressing step records the locations of exemplars at
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a resolution that is less than the selected resolution of the

scanned representation of the hardcopy document.

Zdybel discloses that said compressing step records the

locations of exemplars at a resolution that is less than the

selected resolution of the scanned representation of the

hardcopy document (column 7, line 62 to column 8, line 7 of

Zdybel), By converting the human-readable text of the image

into ASCII format, the human-readable text in the bitmap, along

with its location in the bitmap, will be more compressed than

other parts of the image when compressed into JPEG format

according to the teachings of Squilla.

Squilla and Zdybel are combinable because they are from the

same field of endeavor, namely digital authentication and

encoding of document data. At the time of the invention, it

would have been obvious to a person of ordinary skill in the art

to separately process and compress locations and portions of the

digital image data according to the type of data in the section

of the bitmap under consideration, as taught by Zdybel. The

motivation for doing so would have been to be able to better

determine page layout features, control text font, and establish

"best guess" vectors for line drawings (column 8, lines 9-18 of

Zdybel), which all greatly speed up image processing. Therefore,

it would have been obvious to combine Zdybel with Squilla to

obtain the invention as specified in claim 15.

Regarding claim 16: Squilla does not disclose expressly

that said compressing step compresses identified portions of the

image data at a plurality of compression ratios,

Zdybel discloses that said compressing step compresses

identified portions of the image data at a plurality of

compression ratios (column 7, line 62 to column 8, line 7 of
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Zdybel) . By converting the human-readable text of the image

into ASCII format, the human-readable text in the bitmap will be

more compressed than other parts of the image when compressed

into JPEG format according to the teachings of Squilla.

Squilla and Zdybel are combinable because they are from the

same field of endeavor, namely digital authentication and

encoding of document data. At the time of the invention, it

would have been obvious to a person of ordinary skill in the art

to separately process and compress portions of the digital image

data at different compression ratios according to the type of

data in the section of the bitmap under consideration, as taught

by Zdybel. The motivation for doing so would have been to be

able to better determine page layout features, control text

font, and establish "best guess" vectors for line drawings

(column 8, lines 9-18 of Zdybel), which all greatly speed up

image processing. Therefore, it would have been obvious to

combine Zdybel with Squilla to obtain the invention as specified

in claim 16.

Further regarding claim 17: Zdybel discloses the step of

segmenting text data from pictorial data before compressing the

scanned representation of the hardcopy document (column 7, line

62 to column 8, line 7 of Zdybel)

.

8. Claims 18-20 are rejected under 35 U.S.C. 103(a) as being

unpatentable over Squilla (US Patent 5,898,779) in view of

Walker (US Patent 6,111,953).

Regarding claim 18: Squilla discloses a method for

authenticating a hardcopy document (column 9, lines 16-21 of

Squilla) , comprising the steps of recording in a memory a

scanned representation of the hardcopy document at a selected
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resolution (column 9, lines 22-26 of Squilla) , Squilla teaches

that images can be scanned in by a scanner and stored in

computer memory (column 9, lines 16-26 of Squilla) . As is well-

known in the art, scanners scan in hardcopy versions of

documents, images, et cetera. Further, a selected resolution

for the scanner is inherent in the operation of scanning with

said scanner since the scanner requires a particular resolution

for obtaining the digital image data from the hardcopy document.

Squilla further discloses generating lossy compressed image

data with the scanned representation of the hardcopy document

(column 8, lines 34-44 of Squilla) ; producing an authentication

token with the lossy compressed image data (column 8, lines 44-

51 of Squilla) , the authentication token including one of

encrypted image data (column 8, lines 33-34 of Squilla) and

hashed encrypted image data (column 8, lines 44-51 of Squilla),

the hashed encrypted image data including the lossy compressed

image data and an encrypted hash of the lossy compressed image

data (column 8, lines 40-47 of Squilla) ; and arranging in the

memory a digital encoding of the authentication data (column 8,

lines 52-64 of Squilla) for rendering at a printer (column 8,

lines 58-62 of Squilla) a hardcopy document containing the

digital encoding of the authentication data (column 5, lines 41-

50 of Squilla)

.

Squilla does not disclose expressly that said hardcopy

document rendered at said printer is a label.

Walker discloses printing digitally encoded authentication

data on a label (column 4, lines 31-35 of Walker),

Squilla and Walker are combinable because they are from the

same field of endeavor, namely digital data encryption and

authentication. At the time of the invention, it would have
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been obvious to a person of ordinary skill in the art to

specifically print a label, as taught by Walker, as the type of

rendered hardcopy document taught by Squilla, The suggestion

for doing so would have been that a label is one of many

different types of possible hardcopy outputs that can be used

depending upon the particular desires and requirements of the

user. Therefore, it would have been obvious to combine Walker

with Squilla to obtain the invention as specified in claim 18.

Further regarding claim 19: Walker discloses the step of

fixedly attaching the label to the hardcopy document to produce

a signed hardcopy document (column 4, lines 34-35 of Walker)

.

Regarding claim 20: Squilla discloses recording a scanned

representation of the signed hardcopy document (column 5, lines

47-50 and column 8, lines 58-62 of Squilla) ; decoding the

authentication token from the scanned representation of the

signed hardcopy document (column 9, lines 11-18 of Squilla)

;

authenticating the lossy compressed image data (column 8, lines

50-51 of Squilla) using one of the encrypted image data and the

hashed encrypted image data (column 8, lines 44-49 of Squilla)

;

and decompressing the authenticated lossy compressed image data

(column 9, lines 6-11 of Squilla) for comparison with the signed

hardcopy document to determine whether the signed hardcopy

document is authentic (figure 9 and column 9, lines 27-38 of

Squilla)

.

Conclusion

9. The prior art made of record and not relied upon is

considered pertinent to applicant's disclosure.

a. Michael Epstein, US Patent 6,601,172 Bl, Patented 29

July 2003, Filed 31 December 1997.



Application/Control Number: 09/346,559 Page 16

Art Unit: 2625

b. Mohammad A. Safai, US Patent Application Publication

2002/0191090 Al, Published 19 December 2002, Filed 29 May

1998.

c. Gary L, Friedman, US Patent 5,499,294, Patented 12

March 1996.

d. Thomas David Hayosh, US Patent 6,611,598 Bl, Patented

26 August 2003, Filed 16 October 2000, Continuation of

Application filed 06 January 1999.
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